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Vulnerabilities by Host



pwndefend.uksouth.cloudapp.azure.com

0 0 2 0 24

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 26

SEVERITY CVSS
V3.0

PLUGIN NAME

MEDIUM 6.5 51192 SSL Certificate Cannot Be Trusted

MEDIUM 6.5 57582 SSL Self-Signed Certificate

INFO N/A 45590 Common Platform Enumeration (CPE)

INFO N/A 54615 Device Type

INFO N/A 84502 HSTS Missing From HTTPS Server

INFO N/A 43111 HTTP Methods Allowed (per directory)

INFO N/A 10107 HTTP Server Type and Version

INFO N/A 24260 HyperText Transfer Protocol (HTTP) Information

INFO N/A 91634 HyperText Transfer Protocol (HTTP) Redirect Information

INFO N/A 50344 Missing or Permissive Content-Security-Policy frame-ancestors HTTP
Response Header

INFO N/A 50345 Missing or Permissive X-Frame-Options HTTP Response Header

INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 11936 OS Identification

INFO N/A 56984 SSL / TLS Versions Supported

INFO N/A 45410 SSL Certificate 'commonName' Mismatch

INFO N/A 10863 SSL Certificate Information

INFO N/A 21643 SSL Cipher Suites Supported
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http://www.nessus.org/plugins/index.php?view=single&id=51192
http://www.nessus.org/plugins/index.php?view=single&id=57582
http://www.nessus.org/plugins/index.php?view=single&id=45590
http://www.nessus.org/plugins/index.php?view=single&id=54615
http://www.nessus.org/plugins/index.php?view=single&id=84502
http://www.nessus.org/plugins/index.php?view=single&id=43111
http://www.nessus.org/plugins/index.php?view=single&id=10107
http://www.nessus.org/plugins/index.php?view=single&id=24260
http://www.nessus.org/plugins/index.php?view=single&id=91634
http://www.nessus.org/plugins/index.php?view=single&id=50344
http://www.nessus.org/plugins/index.php?view=single&id=50345
http://www.nessus.org/plugins/index.php?view=single&id=11219
http://www.nessus.org/plugins/index.php?view=single&id=19506
http://www.nessus.org/plugins/index.php?view=single&id=11936
http://www.nessus.org/plugins/index.php?view=single&id=56984
http://www.nessus.org/plugins/index.php?view=single&id=45410
http://www.nessus.org/plugins/index.php?view=single&id=10863
http://www.nessus.org/plugins/index.php?view=single&id=21643


INFO N/A 57041 SSL Perfect Forward Secrecy Cipher Suites Supported

INFO N/A 22964 Service Detection

INFO N/A 25220 TCP/IP Timestamps Supported

INFO N/A 84821 TLS ALPN Supported Protocol Enumeration

INFO N/A 136318 TLS Version 1.2 Protocol Detection

INFO N/A 138330 TLS Version 1.3 Protocol Detection

INFO N/A 91815 Web Application Sitemap

INFO N/A 10386 Web Server No 404 Error Code Check

* indicates the v3.0 score was not available; the v2.0 score is shown
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http://www.nessus.org/plugins/index.php?view=single&id=57041
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