Summary of ShinyHunters Download Site

Overview The document analyzes a dark web site operated by a group identifying

as “ShinyHunters,” claiming responsibility for data breaches targeting numerous high-
profile companies. The site is designed to intimidate victims, demand ransoms, and
provide mechanisms for secure communication (e.g., via PGP keys). It lists victims, de-
tails alleged data thefts, and provides instructions for negotiation to prevent data leaks.
The tone is aggressive, with provocative and offensive language in comments to assert
dominance and taunt authorities.

Victims The site lists 39 organizations as victims of data breaches, primarily large cor-
porations across various industries. Key details include:

Total Victims: 39

Industries Targeted: Automotive, Transportation, Entertainment, Waste Management,
Aviation, Retail, Hospitality, Pharmacy, Fast Food, Sporting Goods, Education, Photog-
raphy, Food/Drug Retail, Energy, Luxury, E-Commerce, Insurance, Information Tech-
nology, Credit Bureau, Retail & Luxury & Jewelry.

Notable Victims: The table below highlights five significant victims.

Breach Dates: Mostly in 2025 (e.g., June to September), with a few in 2024 (e.g., April,
May, June, September).

Data Volume: Ranges from 1GB (GAP, INC.) 1THAFedEx). One entry (Fujifilm) lists
155 million records.

Deadline: All victims have a uniformde/A11¥ of 10-10-2025 for ransom negotiations.
2.95T+ (Google Adsense).
INTERNATIONAL” data; CarMax specifies “USA.”

Revenue: Ranges from $1.05b+

Geographic Scope: 38 victims']

Status: All listed as “Active,” suggésting ongoing ransom demands.

Name Industry  Breach Date Data Revenue
Volume

Toyota Motor - tomotive 01-05-2025  64GB $326.24b+

Corporations

FedEx Transportatidi-08-2025 1.1TB €89b+

Disney/Hulu Entertainmertt1-05-2025 36GB $94.53b+
Information

Google Adsense  Technol- 30-06-2025 19GB $2.95T+
ogy

IKEA Retail 08-09-2024 13GB €26.5b+

Salesforce, Inc. Highlight:

Featured in a banner with 989.45 million/ 1B+ records.
Urged to negotiate to prevent leaks and individual extortions against customers.

Deadline: 10-10-2025, with status “Negotiation required.”

Crimes The site details the following criminal activities:



» Data Theft: Unauthorized access and exfiltration of sensitive data, with volumes from
gigabytes to terabytes.

« Extortion/Ransomware: Demanding ransoms to prevent public disclosure of stolen
data, with threats of leaks if deadlines (10-10-2025) are not met.

* Harassment Threats: A commented-out navigation link suggests intent to harass non-
compliant victims.

* Operational Security: Use of PGP keys for secure, anonymous communication to fa-
cilitate ransom negotiations.

» Public Disclosure Threats: The contact section warns of public data disclosure if no
contact is established before the deadline.

Comments The HTML contains comments in both HTML and CSS, characterized by
informal, provocative, and offensive language.

HTML Comments

* Total: 9 comments.
* Content:
— Technical notes (e.g., referencing the ASCII background canvas).
- Provocative taunts aimed at authorities or visitors.
— Threats of data leaks and harassment for non-compliance.
— Navigation and development notes (e.g., pagination difficulties).

» Tone: Aggressive, boastful, and derogatory, using slang and offensive terms.
CSS Comments

* Total: 11 comments.

* Content:
— Technical notes (e.g., explaining z-index layering).
- Thematic references to a hacker aesthetic.

- Provocative and offensive remarks targeting law enforcement or mocking vic-
tims.

— Playful or sarcastic development notes.

* Tone: Mix of technical insights and crude, aggressive language.

Conclusion The ShinyHunters site is a platform for extortion, listing 39 major organi-

zations as victims of data theft, with Salesforce as a primary target. The crimes involve
stealing significant data volumes and demanding ransoms to prevent leaks, with threats
of harassment and public disclosure. Comments in HTML and CSS use offensive, taunt-
ing language to reinforce the group’s defiant persona while providing minor technical
insights. The uniform deadline of 10-10-2025 and international scope highlight the scale
of the operation, supported by secure communication protocols to maintain anonymity.



